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Security Overview

Executive summary of ForgedOps Plans security posture.
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Posture at a glance

Transport TLS 1.2+ everywhere - HSTS enforced

Authentication JWT access tokens - rotated refresh tokens - berypt-salted passwords

Access control 6 tenant roles - platform admin via env allowlist

Isolation tenant_id scoped on every query - 404 on cross-tenant probe

Storage Cloudflare R2 - SSE-S3 at rest - tenant-prefixed keys - signed URLs only
Uploads extension allowlist - magic-byte - macro block - size cap - audit-on-reject

Audit tamper-evident rows on every admin / security event - 7-year retention capable
Backups daily - 90-day rolling window

Support support@ - same-business-day on production issues

For the complete control narrative and roadmap, see the ForgedOps Plans Security Whitepaper v1.0.
For data-ownership specifics, see the Data Ownership Statement. Both documents are available from
the public Trust Center at https://forgedopsplans.com/trust.

No fabricated certifications. No marketing fluff.

ForgedOps does not currently hold SOC 2, ISO 27001, FedRAMP, or HIPAA certification. Future
certifications will be announced on the Trust Center as they are obtained.
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